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Discipline: SOFTWARE & IT SYSTEM TESTING Group:  SOFTWARE TESTING 

No. Product / Scope Testing Activity Standard / Reference 

1 
Computer and Telecom 

Network Devices 

Vulnerability Assessment, Non-Destructive 
Penetration Testing 

ITSAR – IP Router 

2 
Computer and Telecom 

Network Devices 

Vulnerability Assessment, Non-Destructive 
Penetration Testing 

NIST SP 800-115 

3 
Computer and Telecom 

Network Devices 

Vulnerability Assessment, Non-Destructive 
Penetration Testing 

CIS Critical Security Controls v8.1 

4 

Computer and Telecom 
Network Devices / Web 

Application 

Application Security Testing CWE Top 25 

5 

Computer and Telecom 
Network Devices / Web 

Application 

Application Security Testing OWASP Top 10 

6 
Internet-Connected Radio 

Equipment 

Vulnerability Assessment / Non-Destructive 
Penetration Testing 

EN 18031-1 

7 
Radio Equipment Processing 

Data 

Vulnerability Assessment / Non-Destructive 
Penetration Testing 

EN 18031-2 

8 

Internet-Connected Radio 
Equipment Processing Virtual 

Money / Monetary Value 

Vulnerability Assessment / Non-Destructive 
Penetration Testing 

EN 18031-3 


